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a b s t r a c t 
Modern society is surrounded by an ample spectrum of smart mobile devices. This ubiquity forms a 
high potential for community-oriented opportunistic ad hoc networking applications. Nevertheless, to- 
day’s smart mobile devices such as smartphones, tablets, and wristbands are still onerous to automat- 
ically establish mobile ad hoc connections with our physical circle of friends and between occasional 
contact opportunities. Motivated by this, this study presents Cocoon as a lightweight middleware pro- 
posed for smart mobile platforms to support mobile opportunistic communications for general public use. 
Cocoon employs an adaptive context-aware service that can fairly coordinate a multitude of concurrently- 
running networking applications. Along with this service, the opportunistic networking service of Cocoon 
facilitates fast and reliable information sharing between participating devices according to our real-world 
applicability and validation experiments presented in this work. The routing protocols of Cocoon are de- 
signed above the universally-accepted Wi-Fi and Bluetooth standards. Without requiring any conﬁgura- 
tion or modiﬁcation on top of the aﬃliated wireless interfaces, Cocoon is therefore suitable for direct use 
on any kind of smart mobile platform. 
© 2016 The Authors. Published by Elsevier B.V. 
This is an open access article under the CC BY-NC-ND license. 
( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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1. Introduction 
Communications in contemporary life is being reshaped with
he rise of wireless-networked society. Last decade introduced Op-
ortunistic N etworks (OppNets) which enable information sharing
hrough occasional peer-to-peer (P2P) connections [1,2] . Comple-
entary to, or in absence of the situated networks, OppNets pro-
ide delay-tolerant communications under highly-dynamic routing
onditions. One current trend is to form ad hoc OppNets with the
xploitation of smart mobile devices carried by people. Such de-
ices with wireless local area network (WLAN) and personal area
etwork (WPAN) support are increasingly being adopted in daily
ife, forming a high potential of interconnectedness in public space.
evertheless, establishing P2P/ad hoc connections is quite prob-
ematic based on their wireless interfaces and aﬃliated adapters.
oday, the widely-used mobile operating systems (O/S) such as An-
roid, iOS, and Windows Phone reﬂect signiﬁcant limitations for
obile ad hoc networking [3] . Many connection options are re-
tricted or given only to privileged (root) users within the stock∗ Corresponding author. 
E-mail addresses: o.turkes@utwente.nl (O. Turkes), j.scholten@utwente.nl (H. 
cholten), p.j.m.havinga@utwente.nl (P.J.M. Havinga). 
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389-1286/© 2016 The Authors. Published by Elsevier B.V. This is an open access article u/S releases. Besides, the common WLAN/WPAN interfaces such
s Wi-Fi, Bluetooth, and Bluetooth Low Energy (BLE) on these
/S platforms lack capability for self-organization for opportunistic
outing due to ever-changing device mobility and network density.
n case of frequent disconnections and reconnections, devices con-
ume extra energy, and bandwidth for route updates. On the other
and, high density causes bandwidth-related issues. 
By and large, these limitations are a disincentive to the de-
elopment of OppNet applications for personal and common use
n daily life. Motivated by this, this study presents Cocoon as a
niversal and practical ad hoc networking middleware service in-
ended for smart mobile devices used in public. Cocoon facilitates
he concurrent operation of OppNet applications designed for gen-
ral public use, and stands for Co mmunity-oriented co ntext-aware
 pportunistic n etworking. 
.1. Motivation & objectives 
The overall aim of Cocoon is the lightweight integration of any
etwork opportunity that can occur between mobile users anytime
nd anywhere in daily life. This integration covers the eﬃcient dis-
ribution of different information shared through several OppNet
pplications. Cocoon focuses on the practical solutions for delay-nder the CC BY-NC-ND license. ( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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Fig. 1. Application scenarios. 
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a  tolerant ad hoc networking scenarios as well as for eﬃcient co-
ordination of related OppNet applications running over their cor-
responding networks. The connectivity service of Cocoon operates
on top of the universal Wi-Fi and Bluetooth interfaces without vi-
olating their physical and media access control layer (PHY/MAC)
standards. Thus, the proposed routing protocols are compatible
with any type of smart mobile device. Besides, Cocoon employs an
adaptive context-aware service in order to coordinate concurrently-
running OppNet applications based on local network characteris-
tics. Cocoon can be employed by a good deal of application sce-
narios, collected under the following headings, for which urgent
and/or provisional communication solutions are sought for: 
(i) Providing a furthered yet limited messaging in the locales
where ﬁxed communication infrastructures do not exist or
are not available. During unplanned outages of cellular net-
works, or at regions with no wireless network coverage in
cities or in out-of-town places, devices can share simple re-
sources by means of opportunistic information switching. 
(ii) Group communications in which streaming of relatively
large data is performed. 
(iii) Relieving overloaded systems with opportunistic traﬃc of-
ﬂoading. In populated regions or crowded events, messaging
services which cannot function effectively can be replaced
with opportunistic short message communications. 
(iv) Conjoining separated networks by exploiting public mobility
when it would otherwise be costly to deploy infrastructures.
Inhabitants while rushing around streets, highways, streetcar
lines can carry any information over spatially long distances.
The core service components of Cocoon are the connectivity
management and application management which are simultane-
ously handled with special encoding types applied on the bea-
con advertisement frames. Regarding the connectivity manage-
ment, Cocoon is able to establish ad hoc networks based on two
different routing models. In the ﬁrst model, called Opportunistic
Beacon Networking (OBN), messages are simply shared over the
built-in advertisement beacons, i.e. the WLAN or WPAN identiﬁers,
such as IEEE 802.11 Service Set Identiﬁer (SSID) and BLE Univer-
sally Unique Identiﬁer (UUID). Thus, data exchange is performed
directly with the beaconing and scanning operations without es-
tablishing connections. In the second model, called Opportunistic
Association Networking (OAN), the beacons are exploited for the es-
tablishment of connection-based networks. 
Fig. 1 illustrates that both OBN and OAN can run through dis-
joint but overlapping OppNet formations within a city area. OBN
is proposed mainly for highly-opportunistic but limited-throughput
data dissemination scenarios in which only short messages can be
handled. The OBN use cases include opportunistic short message
dissemination in crowds, on roads, etc. On the contrary, OAN is
proposed for small-scale but high-throughput group communica-
tions. The OAN use cases include multimedia sharing, collabora-ive event detection, participatory monitoring applications, etc. For
oth OBN and OAN, the beacons carry routing- and application-
peciﬁc data in addition to their payload. Routing-speciﬁc data is
sed to declare data switching requests or properties of a corre-
ponding message. Besides, application-speciﬁc data is used in ap-
lication management in order to schedule concurrently running
ocoon-based applications. 
.2. Contributions 
The contributions of this paper are ﬁvefold: 
Contribution 1. Deﬁning a new set of service require-
ents for community-oriented OppNets. These requirements are
athematically-modeled as formal decision criteria in considera-
ion of the ever-changing nature of OppNets. For network-level
nd application-level operations, these criteria are investigated to-
ether with the current characteristics of the network based on
 multi-criteria analysis model. The model runs a periodically up-
ated distributed decision-making algorithm on every node in or-
er to choose the best networking strategy for the running appli-
ation. In each updated period, the decision making algorithm dis-
atches the most appropriate application into running state. Nodes
istributively negotiate which application to run by interchanging
 brief context data about their current network status. The merit
f our decision-making algorithm is that our metrics proposed for
his negotiation are able to assess the rapid changes in contacts
nd shared data. To ﬁnd congruent network services, especially in
hallenging scenarios, the metrics estimate the timely P2P consis-
encies rather than the social-based relations offered in the re-
earch domain which may not always reﬂect the transitory net-
ork orientations. 
Contribution 2. Introducing opportunistic beacons (OB), i.e.
LAN/WPAN identiﬁers encoded as network and application man-
gement information. An OB is a node in beaconing operation that
nables lightweight and instantaneous multi-hop data forwarding
n ad hoc fashion. An OB is composed of four encoding segments.
he ﬁrst segment is the header designed to hold application-
peciﬁc identiﬁcation of the packets. The second segment includes
eserved keys for routing context whereas the third segment in-
ludes the metric values of the proposed analytic multi-criteria de-
ision making model. Finally, the fourth segment holds the pay-
oad. Within the wireless range of an OB, a node in scanning oper-
tion is called beacon observer (BO) which can catch the advertised
ncoding without orienting P2P associations. Cocoon middleware
egulates the information ﬂow in an OppNet with speciﬁc OB/BO
rientations. 
Stuﬃng application- or routing-speciﬁc information into WLAN
nd WPAN identiﬁers has been previously studied in several re-
earch areas such as for the use of lightweight advertisement tech-
iques in wireless sensor networks applications [4] and to lever-
ge the location-based services [5,6] . To the best of our knowl-
O. Turkes et al. / Computer Networks 111 (2016) 93–108 95 
Table 1 
Smartphone-based OppNet applications. 
Mobile O/S Support Properties Connectivity 
Interface Google A ndroid Apple iOS Windows P hone Group limit Max. data rate Radio range Editable ID length Authentication/Pairing 
Wi-Fi ad hoc v2.2 +  v4.1 +  N/A − 11MBps  90 m 32 B ASCII Automatic connection 
Wi-Fi Direct v4.0 + v6.0 +  v8.1 +  2/5/10 250MBps  90 m 32 B ASCII Manual authentication 
Wi-Fi Hotspot v2.3 + v4.0 + v7.5 + 2/6/11 54MBps  90 m 32 B ASCII Automatic connection 
Bluetooth 1.0 v2.0 + v3.0 + v7.0 + 8 723KBps  10 m 20 B UTF-8 Initial manual pairing 
Bluetooth 2.1 v2.0 + v3.0 + v7.0 + 8 3MBps  20 m 20 B UTF-8 Initial manual pairing 
Bluetooth 3.0 v3.2 + v3.0 + v7.0 + 8 24MBps  20 m 20 B UTF-8 Initial manual pairing 
BLE v4.3 +  v5.1 + v8.1 +  − 260KBps  90 m 128 bits Automatic connection 
 Requires root permission in Google Android; not supported natively in Apple iOS and Windows Phone.  BLE peripheral mode is supported in Google Android v5.0 + ; 
not available in Windows Phone. 
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b  dge, Cocoon embraces the ﬁrst opportunistic technique of beacon
rame encoding for the use of community-oriented OppNet appli-
ations. In essence, with special adaptations on the standards, it is
ossible to modify default ﬁelds of the WLAN and WPAN beacon
rames, or to add new ones, to increase the content load. However,
uch adaptations on the default mobile O/S conﬁgurations are not
ecommended for the best PHY/MAC interface operability [7] . Be-
ides, such adaptations impede the public end-use of the related
pplications since they require low-level conﬁgurations. To pro-
ide support for highly-available, highly-accessible OppNet appli-
ations, Cocoon involves OB encoding solely on the allowable ﬁelds
f WLAN/WPAN beacon frames. 
Contribution 3. Presenting universally-compatible routing mod-
ls, OBN and OAN, to be subservient to smart mobile platforms.
oth OBN and OAN make use of OBs and BOs in an OppNet, thus
o not require special O/S privileges, do not violate the PHY/MAC
tandard utilized, and do not rely on any ﬁxed infrastructure. Based
n the application needs, they can be applied to a vast number
f use cases with speciﬁc beacon encodings. As a result, they are
traightforward models in comparison to the existing ad hoc net-
orking solutions presented for today’s smart mobile platforms. 
Contribution 4. Providing the generic service deﬁnitions (vari-
bles and metrics) and routines of our Cocoon library implemen-
ation and its application programming interface (API) which pave
he way for the development on any mobile O/S. Thus, these def-
nitions and routines readily operate in OppNets of heterogeneous
evices. The API assists the progress of any OppNet application de-
elopment. Currently, the middleware is implemented on Android
nd is being implemented for iOS. 
Contribution 5. Investigating the feasibility of connectivity-based
outines through several real-world experimental setups. Under
arying forwarding parameters, the wireless functionalities of Wi-
i and BLE have been studied under several harsh conditions such
s high mobility and high device density. Furthermore, several net-
ork setups have been deployed in order to assess their mes-
age delivery and dissemination performance. For the evaluation
f decision-making routines, the proposed multi-criteria analysis
odel is applied over different network setups as well as studied
ith several application requirements. 
.3. Paper organization 
The rest of the paper is structured as follows:
ection 2 presents a literature review on the current smart
obile ad hoc networking technologies and further discusses the
elated works. Section 3 presents the system architecture and
he underlying executive components of our Cocoon middleware.
ection 4 deﬁnes the application and networking service manage-
ent in parallel with our multi-criteria decision making analysis
odel. Section 5 introduces Cocoon’s networking models, OBN
nd OAN, in addition with an applicability study on their routing
apabilities. Section 6 brieﬂy presents the set of our applicationsmplemented on top of the Cocoon middleware. Section 7 dis-
usses the open research questions and opportunities related to
he presented architecture. Finally, Section 8 concludes the paper. 
. Literature review 
OppNets for real-world use are emerging. Aiming at smart mo-
ile platforms, the number of related systems is increasing. In-
luding our middleware, Cocoon, this section compares and con-
rasts several OppNet implementations proposed on mobile O/S
latforms regarding their wireless technologies. 
.1. PHY/MAC interfaces on smart mobile platforms 
For the development of community-oriented OppNet applica-
ions, Wi-Fi and Bluetooth are the only standards as predomi-
ant WLAN and WPAN interfaces, respectively. Worldwide, almost
ll mobile communication devices support Wi-Fi access [8] . Like-
ise, Bluetooth is the long-running short-range access standard
or portable devices, including smart mobile devices. Over the last
ecade, Wi-Fi and Bluetooth have introduced several amendments
nd connectivity standards. Table 1 itemizes the commonly-held
onnectivity modes of Wi-Fi and Bluetooth; shows their usability
n the widely-used mobile O/S platforms; and summarizes their
etworking capabilities. 
One of the most convenient PHY/MAC interface for mobile mesh
etworking is Wi-Fi ad hoc mode, which is a dedicated standard
hat can handle dynamic topology changes. Theoretically having no
imit for the number of connections, Wi-Fi ad hoc enables high
etwork scalability with low interference [9] . However, Wi-Fi ad
oc is not supported by default on today’s smart mobile O/S plat-
orms, making it diﬃcult to use for inexperienced users. Unfortu-
ately, other portable Wi-Fi standards also come along with certain
estrictions. Wi-Fi Direct, for instance, is not natively supported in
OS and Windows Phone, and needs manual authentication for ev-
ry connection in Android. As a P2P standard, Wi-Fi Direct does
ot respond well to dynamic topology changes. It is more suit-
ble for group communications, not for OppNet applications [10] .
ne other approach is to utilize the Wi-Fi Hotspot feature to share
edium as an access point (AP) with connected clients. Due to
ts restricted bandwidth, Wi-Fi Hotspot is allowed with a limited
umber of connections—at most 10 clients in Android and 5 clients
n iOS and Windows Phone by default. This is limited to only a sin-
le connection on some Wi-Fi adapters. Besides, Wi-Fi Hotspot suf-
ers in case of mobility since data delivery is coordinated through
Ps. As a consequence, Wi-Fi Hotspot networks are often subject
o low scalability [11] . 
Classic Bluetooth also brings signiﬁcant limiting factors for wide
eployment of OppNets. First and foremost, the Bluetooth discov-
ry protocol is costly in terms of power [12] and necessitates man-
al pairing between peers. Forming a Bluetooth piconet is possi-
le only between pre-paired devices. It is also attainable to form
96 O. Turkes et al. / Computer Networks 111 (2016) 93–108 
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p  a Scatternet with the combination of several piconets. However,
Scatternet is either not supported or feature-limited by the ma-
jority of Bluetooth adapters. Moreover, mobility causes extremely
high overhead due to frequent master/slave disconnections and
reconnections. Overall, traditional Bluetooth networks mostly ﬁt
to link grouped devices under stable connectivities, and are not
suﬃcient enough for self-organizing OppNets [12] . Nevertheless,
BLE (Bluetooth 4.0, or Bluetooth Smart) as the latest lightweight,
power-eﬃcient, and more robust standard offers more ﬂexible mo-
bile networking. Mobile O/S support for BLE is steeply increasing,
allowing smart beacon-driven applications for public end use. 
2.2. OppNet implementations 
Partially or fully incorporating the concepts of community-
oriented OppNets, a number of different systems have been sug-
gested. The pioneer middleware proposals in this domain are Ser-
val and Haggle . Serval presents an Android-based service called the
Serval Mesh [13] to sustain infrastructure-less mobile communi-
cations when outages occur in cellular infrastructures. On top of
the Serval Mesh , the Serval project offers several applications such
as MeshMS [14] which provides an opportunistic extension to the
global short message services. The Serval Mesh creates a smart-
phone mesh network with the utilization of Wi-Fi ad hoc mode,
and is able to connect with desktop computers as well. Similarly,
Haggle offers an OppNet paradigm called Pocket Switched Net-
works [15] which envisions intermittent communications among
people carrying mobile devices. Haggle aims at developing a cross-
layer OppNet architecture which has support for the well-known
desktop and mobile O/S platforms. According to the latest Hag-
gle API (v0.4), Haggle provides networking over Classical Bluetooth
and Wi-Fi ad hoc mode, in particular with support for Android,
yet publicly available not for other O/S platforms [16,17] . Hag-
gle’s architecture is able to obscure the technological differences
of PHY/MAC interfaces utilized as well as to allow applications to
operate according to user preferences. Both Serval and Haggle pro-
vide multiple application support. Due to the above-referred limi-
tations of Wi-Fi ad hoc mode and classic Bluetooth, however, they
seem not suitable for large-scale OppNet deployments. Moreover,
they require root access on participating devices to activate their
networking operation bound to Wi-Fi ad hoc mode. 
As recently initiated community-oriented OppNet projects,
SCAMPI and Open Garden propose delay-tolerant connectivity sup-
port through more accessible WLAN and WPAN interfaces. On
the other hand, MobiClique [18] , 7DS [19] , and Boldrini et al. in
[20] offer context-aware OppNet middleware architectures. SCAMPI
presents CAMEO [21] as their middleware service with the utiliza-
tion of Wi-Fi Direct on Android platforms. CAMEO primarily fo-
cuses on their application layer design and leaves out dealing with
the data forwarding issues of Wi-Fi Direct in large-scale deploy-
ments. Similarly, 7DS and [20] concentrate on speciﬁc abstractions
for mobility-oriented social networking for their middleware ser-
vices. Both of these proposals do not explicitly provide how the
networking problem is solved, 7DS is generally more oriented in
social metadata whereas the study in [20] uses Haggle’s architec-
ture for content sharing. On the other hand, Open Garden presents
a mesh networking framework available on both Android and iOS
with the same name. Open Garden provides delay-tolerant connec-
tivity between smart phones and desktop computers with the uti-
lization of BLE and Wi-Fi Direct. Utilizing this framework which
is available as a proprietary software, Open Garden presents an
off-the-grid mobile messenger application, called FireChat [22] . The
networking of FireChat runs through infrastructure-less topologies,
however is not fully ad hoc and multi-hop, utilizes ﬁxed Wi-Fi ac-
cess points in case of necessity for increased scalability. The highly-available Wi-Fi Hotspot feature allows for more
exible OppNet setups. WiFi-Opp [23] and the study presented
y Dubois et al. [10] are proposed as network-layer frameworks
n which the roles of the smart mobile devices are periodically
witched between Wi-Fi Infrastructure mode and Wi-Fi Hotspot
ode to set up provisional ad hoc networks. Similar to our motiva-
ion, WiFi-Opp and [10] aim at addressing restricted WLAN/WPAN
d hoc networking availability on smart mobile O/S platforms. Nev-
rtheless, WiFi-Opp and [10] do not address connnectivity-related
ssues of Wi-Fi Hotspot. Like WiFi-Opp and [10] , Help Beacons
24] also utilizes Wi-Fi Hotspot to announce application-speciﬁc
essages over the IEEE 802.11 SSID ﬁelds. Similar to Cocoon’s op-
ortunistic beacons , Help Beacons creates a connection-free and low
hroughput data forwarding. Nevertheless, the study only presents
 single-source setup and does not involve an analysis on ad hoc
etworking performance. On the contrary, Cocoon is capable of
ontrolling its opportunistic beacons in multi-hop fashion for rout-
ng and dissemination purposes. 
.3. Discussion 
Including Cocoon, Table 2 shows a brief comparison between
he above-referred implementations based on their network scala-
ility, overall throughput, and public availability. This comparison
s also helpful to understand the limits of the current WLAN and
PAN standards in OppNet realization. 
In terms of network throughput, approaches utilizing Wi-Fi ad
oc mode such as the Serval Mesh and Haggle are more suit-
ble for dissemination scenarios. Actually, the maximum theoret-
cal data rate of Wi-Fi ad hoc mode is much lower than that of
i-Fi Direct and Wi-Fi Hotspot. But, Wi-Fi ad hoc mode is much
ore ﬂexible to coordinate data transmissions among multiple
onnections [9] . Implementations based on Wi-Fi Direct and Wi-
i Hotspot such as CAMEO and FireChat can achieve reasonable
hroughput only under stable connectivities and with less num-
er of connections [25] . For any Wi-Fi interface, nevertheless, the
hroughput in dense networks drastically decreases due to interfer-
nce. The same holds for Bluetooth networks. 
In terms of network scalability, an OppNet can yield high per-
ormance only if the wireless interface utilized is tolerant to rapid
opology changes. Apart from Wi-Fi ad hoc mode, Wi-Fi Hotspot
nd BLE can also be applied for highly-mobile scenarios. This
ecessitates congruent data forwarding protocols such of WiFi-
pp and [10] . As connection-based methods, WiFi-Opp [10] , and
ireChat provide self-organizing ad hoc networks on smart mo-
ile devices, nevertheless their networking models are i) bound
o high overhead of network discovery in mobile environments,
nd ii) small-scale examples due to the limitations on device con-
ection numbers for both Wi-Fi and Bluetooth in mobile operat-
ng systems. In contrast, Cocoon has a more opportunistic method,
BN, which supports spontaneous data sharing without creating
ny communication overhead. Ignoring connections, Cocoon’s OBN
ompletes data delivery at the neighbor discovery stage, and thus
rovides high ﬂexibility of data sharing even in highly-dense and
ighly-mobile networks. 
In terms of public availability, Wi-Fi ad hoc mode is extremely
imited. Implementations with Wi-Fi ad hoc mode such as the Ser-
al Mesh and Haggle require root privileges on Android and not
upported on iOS and Windows Phone. Contrarily, Wi-Fi Hotspot
s more expedient on mobile platforms. Moreover, BLE becomes
idespread. As a result, approaches such as WiFi-Opp [10] , and
elp Beacons can easily be adopted for daily OppNet applications.
imilarly, Cocoon can be readily integrated to any group and type
f smart mobile devices. 
Lastly, an interesting observation in related context-aware pro-
osals is that individual requirement of each device (or user) and
O. Turkes et al. / Computer Networks 111 (2016) 93–108 97 
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v  as not been studied well. While each device, user, or application
f an OppNet tries to help achieve optimal system performance,
ach may have an individual requirement over their own share of
verall performance. Cocoon introduces well-deﬁned multi-criteria 
bjectives for this requirement. 
. Cocoon: a middleware service for community-oriented 
ontext-aware opportunistic networks 
In this section, the general architecture of our community-
riented context-aware OppNet middleware, Cocoon, is introduced.
he functionalities related to the context utilization and network-
ng management of the architecture, together with other funda-
ental routines of the middleware, are explained. In addition, the
ocoon API is given. 
.1. System architecture 
The fundamental service-related managers of our architecture
roposal, the networking manager (NM), the context manager
CM), the adapter manager (AM), and the quality-of-service man-
ger (QoSM) are depicted in Fig. 2 . In general, NM and CM feed
ach other with incoming and generated data, respectively, via AM.
M includes the interpreter and timer modules. The responsibility
f the interpreter is twofold: i) to decode data packets received
hrough the network interfaces, and ii) to encode locally-generated
ontext into network packets. Based on the available context, the
imer module adjusts the timing values used in NM. In addition,
he architecture employs a background module, context monitor,
o convey generated data obtained by CM routines to AM. On the
ther hand, QoSM runs a distributed scheduling scheme for the
oncurrently running Cocoon-based applications. 
.1.1. Context utilization 
Context-awareness plays the most crucial role for the eﬃcient
egulation of networking operations and fair content distribution.
n our design, the union of three data types deﬁnes our con-
ext: i) routing-speciﬁc data ( I R ), ii) QoS-speciﬁc data ( I QoS ), and iii)
pplication-speciﬁc data ( I A ). The Cocoon middleware utilizes only
 R and I QoS in its service management. In case of necessity, I A data
an be integrated to this management with regard to user-level
ecisions. 
I R involves routing-related information such as time-to-live
TTL) and the current number of hops allowed in forwarding,
amely hops-to-go (HTG). 
I QoS involves several metrics related to the ever-changing net-
orking characteristics of devices and network data packets. Over
ime, the availability of network devices may change and there
ight be changes in the number of network devices. Translated
rom the observed changes in the wireless locality, each device
eriodically updates its local I QoS . I QoS of a device involves sev-
ral metrics related to its local contact stability, contact diversity,
ata stability, and data diversity. These metrics are mathemati-
ally expressed in Section 4 , to be further used in the analytic
ecision-making process run by the service management. For the
ake of example, I QoS allows the service management to determine
hether the overall network conditions are no longer suitable for
 particular application and to replace that application with a suit-
ble one. Similarly, the service management may identify I QoS that
reviously was not suitable for certain applications, but that has
ecome suitable. 
I A can be additionally utilized by application users to provide
exible input to OppNet applications running on top of the mid-
leware. I A involves application type information and the payload.
egarding I A , each registered application in the middleware is ad-
ertised in an OppNet with a speciﬁc constant header. This header
98 O. Turkes et al. / Computer Networks 111 (2016) 93–108 
Fig. 2. Cocoon system architecture. 
Fig. 3. An illustration of OB-BO arrangements. 
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i  deﬁnes the application type and holds a string indicating the appli-
cation requirements. Application users can implicitly provide up-
dates on I A through the payload. If the application provides an ad-
ditional interpreter for the payload, I A can be utilized to supersede
I QoS and I R . The Cocoon middleware also allows application users
to explicitly change application requirements through its API. 
3.1.2. Opportunistic networking 
NM comprises the connectivity routines and runtime variables
that are responsible for providing a mediated access and control to
underlying low-level PHY/MAC interfaces. Utilizing these routines
and variables, NM engenders two routing strategies: i) association-
free routing and ii) association-based routing. For both association-
free and association-based routing strategies, the data switching
mechanism of Cocoon is fully delay-tolerant, i.e. sending and re-
ceiving data between participating devices resist disconnections
which may occur very frequently. In brief, data transmissions are
provided in store-carry-forward fashion. 
Association-free routing mainly supports data dissemination
scenarios, and its general networking model is introduced as Op-
portunistic Beacon Networking (OBN). OBN can be also utilized for
point-to-point messaging. On the other hand, association-based
routing is mainly intended for group communications to support
publish & subscribe oriented data streaming applications, and its
general networking model is introduced as Opportunistic Associa-
tion Networking (OAN). OBN and OAN are explained and empiri-
cally studied in Section 5 . Our main concentration in this paper
is towards the design and evaluation of OBN which is speciﬁcally
more suitable for highly-opportunistic application scenarios. .2. Data handling 
As individual wireless entities, devices running the Cocoon mid-
leware can operate in two wireless modes: i) beacon mode to ad-
ertise a speciﬁc packet as its WLAN or WPAN identiﬁer. ii) scan
ode to collect the WLAN or WPAN identiﬁer(s) in their prox-
mity. In an OppNet, a beacon belonging to the Cocoon middle-
are is identiﬁed with a speciﬁc header in order to ﬁlter out
he WLAN/WPAN identiﬁers generated by unrelated wireless net-
ork interface controllers. A device generating beacons under the
ontrol of the Cocoon middleware is called an Opportunistic Bea-
on (OB). From a networking point of view, on the other hand,
n OB is a network packet shared in the place of wireless net-
ork identiﬁers. On the contrary, a device in scanning mode is
alled a Beacon Observer (BO). In OBN, an OB is exploited as a data
acket which can be directly received by the BOs in its proximity
ithout orienting connections. In OAN, on the other hand, an OB
s exploited as a potential network provider available to support
onnection-oriented data transmissions with the BOs in its prox-
mity. Fig. 3 shows the data ﬂow operations of OBN and OAN over
n illustrated network. 
Today’s wireless adapters cannot handle the beaconing and
canning operations at the same time. As a consequence, devices
unning in same modes, i.e. all as OBs or all as BOs, cannot discover
ach other. In order to increase the possibility of device-to-device
iscoveries, NM utilizes an automaton that generates switches be-
ween the OB and BO modes. As illustrated in Fig. 4 , the automaton
as three states corresponding to three discrete wireless modes:
B, BO, and an idle transition mode between OB and BO which
s called Update & Switch (U&S). During a transition to OB, the
O. Turkes et al. / Computer Networks 111 (2016) 93–108 99 
Fig. 4. State diagram for networking support. 
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c  tilized WLAN or WPAN identiﬁers are encoded with new data at
&S state. 
Running the automaton with a random initialization time, a de-
ice can be in any of these three states at a particular time. Each
tate of the automaton has speciﬁc service durations. The durations
f OB and BO are t OB and t BO , respectively, which can be adjusted
ased on the network or application needs. At BO state, scan op-
ration repeats in every t SI . At OB state, beacon operation repeats
ransmission of a speciﬁc beacon in every t BI . At U&S state, activate
nd deactivate operations together deﬁnes the switching duration.
ransition from OB to BO, i.e. deactivating beaconing and activat-
ng scanning has a total duration of t XBO . Transition from BO to OB,
.e. deactivating scanning and activating beaconing takes t XOB in to-
al. As later investigated in Section 5 , both t XBO and t XOB are non-
eterministic wireless adapter-speciﬁc durations. Therefore, U&S 
reates an uncertainty in the duration of a single automaton cy-
le. The time period of an automaton cycle, T , is the sum of t OB ,
 XBO , t BO , and t XOB , which is therefore non-deterministic as well.
onetheless, this uncertainty is helpful to reduce the possibility of
B-OB and BO-BO conﬂicts if t OB is equal to t BO . 
In OBN, data forwarding can only be performed at the OB state
nd external context monitoring can only be performed at the BO
tate. In OAN, data forwarding and context monitoring can work
ither at the OB or BO states through established connections. 
.3. QoS management 
The dynamic nature of OppNets has an optimization require-
ent for the applications and resources ﬂowing on their partic-
pating devices. QoSM is responsible for operating a distributed
cheduling scheme for the concurrently running applications in a
evice so that diversities and rapid changes in network characteris-
ics can be exploited for optimal networking performance as much
s possible along with individual requirement for applications be-
ng satisﬁed. The operation is a distributed one based on an op-
ortunistic scheduling of concurrent applications. Each application
s characterized with a predeﬁned objective, then the objective is
oupled with its current networking requirements. These require-
ents are announced and updated in every automaton cycle with
he following order: Each device running in OB mode advertises
he requirements and objectives of its currently running applica-
ion. The running state of the application continues until the OB
ode expires. In BO mode, each device collects all the advertised
Bs within its physical proximity, and makes a choice to yield the
ost appropriate application for the running state. 
Each device deals with its own local application scheduling (as-
uming that it has multiple applications running on it), without
egard to what other devices are doing. In general, independent
cheduling is not considered an eﬃcient way for distributed net-orking scenarios for the following reason: The overall networking
etween devices might reﬂect overall performance drop or totally
e defunct when each device runs different applications. To elim-
nate this possibility, applications are given dynamic priorities, i.e.
he priority of each application is updated over time. When the ap-
lication is in the wait queue, the priority value is incremented in
very automaton cycle whereas is decreased when the application
s in the running state. The applications with higher priority in an
ppNet own higher probability to operate together. However, the
rioritization mechanism constitutes only one part of our decision-
aking algorithm. The most inﬂuential part of the scheduling re-
ies on developing a trade-off mechanism between network char-
cteristics and application requirements. 
.4. Development interface 
Fig. 5 is a high-level illustration of the Cocoon middle-
are components and shows the abstract orientation of the Co-
oon API. The Cocoon API is an instrumental inter-layer in be-
ween the application and network layers for two main rea-
ons: i) It provides support to Cocoon application users in
dopting middleware-based solutions, and ii) It provides an
ase-of-applicability to experts in developing lightweight OppNet
pplications. 
The Cocoon API grants a fully-access only to the CM routines.
he NM routines, on the other hand, are restricted for alterations
n the OBN and OAN core functionalities. The operation ﬂow of
M can only be altered with a set of translucent routines, i.e. ap-
lication developers or users can have access to partially modify
he predeﬁned routing operations through restricted operations.
he technical details of the API are provided in [26] . 
. QoS model: an analytic approach 
Cocoon employs a QoS model for the quantitative and dy-
amic evaluation of the above-presented criteria in the application
cheduling and networking selection processes. The QoS model uti-
izes a derived form of the Analytic Network Process (ANP) intro-
uced by Saaty [27] . ANP is a practical decision-making tool devel-
ped for resolving the complexity of multi-criteria evaluation pro-
esses. ANP is widely acclaimed by researchers of various ﬁelds for
ore than a decade. ANP incorporates inter-relationships of factors
hat have inﬂuence on a speciﬁc objective. 
In our problem deﬁnition, the QoS model objective is to select
he most appropriate application for current operation according
o the present state of network conditions. Unquestionably, these
onditions may vary over time. Thus, the model must have a feed-
ack routine that collects information about the current network
haracteristics. By default, the inter-relationships between a set of
100 O. Turkes et al. / Computer Networks 111 (2016) 93–108 
Fig. 5. The Cocoon middleware and API. 
Table 3 
Service requirements. 
Criterion Deﬁnition 
Contact stability (CS) An absence of excessive ﬂuctuations in the 
same group of contacts encountered within a 
speciﬁed time period. 
Contact diversity (CD) A presence of excessive ﬂuctuations in the 
number contacts encountered within a 
speciﬁed time period. 
Data stability (DS) An absence of excessive ﬂuctuations in the 
same type of data collected within a 
speciﬁed time period. 
Data diversity (DD) A presence of excessive ﬂuctuations in the 
number different data types collected within 
a speciﬁed time period. 
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w  inﬂuential factors are predeﬁned in the standard ANP design. Our
QoS model, nevertheless, uses dynamic inter-dependency and feed-
back routines between the deﬁned factors and the candidate ap-
plications for operation, allowing inclusion of periodically-updated
information in the decision-making process. 
4.1. Service requirements 
In OppNets, the number and diversity of contacts varies from
time to time. The goal of an OppNet application can be either
data dissemination, or data routing, or both. For dissemination-
based goals, diversity in encountered contacts gains importance
[28] . Thus, data scalability can increase. For routing-oriented goals,
on the contrary, stability in the number of encountered contacts
gains importance. Thus, more reliable data switching can be per-
formed. Similarly, the amount and diversity of data in OppNets
varies from time to time. In terms of data utilization, the goal of
an OppNet application can be based on different data collection or
data sharing strategies. Some applications might require high data
diversity, some might be interested in one type of data, etc. 
In consideration of these facts, the requirements for our service
management are given in Table 3 , each deﬁned as a separate cri-
terion for fulﬁlling a corresponding network objective. All of the
below-referred expressions and formulas form the deﬁnition set of
the QoS-speciﬁc data of a device, i.e. I QoS . 
4.2. Service characterization 
Following the ANP methodology, our QoS model generation is
composed of the following major steps: .2.1. Model construction 
As the initial step, a decision network has to be formulated.
ur objective of selecting the most appropriate application for op-
ration is decomposed into a rational system, a decision network
hat comprises formal deﬁnitions for the inter-relations between
eﬁned criteria. The QoS management in each device is dynam-
cally characterized with the total of the networking capabilities,
er application capabilities, per application requirements, and per
pplication priority of the device. As shown in Fig. 6 , the struc-
ure of the decision network is composed of the above-deﬁned
riteria, alternatives (i.e. applications), and their inter- and intra-
elationships. These relationships constitute our four decision-
aking clusters: i) Criteria Interdependence (CI), ii) Application
nterdependence (AI), iii) Network Feedback (NF), and iv) Priority
eedback (PF). Either dynamically or statically, all clusters are set a
eciprocal value for each of their pair-to-pair relations. A pairwise
omparison is the following function is demonstrated as r C ( x, y ),
here x and y are element of a decision cluster C . 
AI holds the static relationship information between each appli-
ation running in the local OppNet of a device. That is, the prede-
ned requirements of applications are deﬁned in terms of a level
f requirement (i.e. predeﬁned importance) for each of the crite-
ion, thus these levels are reﬂected to AI. Representing its type, an
pplication αi is deﬁned and registered in our middleware with
redeﬁned requirement levels for each criterion. The requirement
evels of CS, CD, DS, and DD for αi are respectively denoted as
 AI ( CS, αi ), r AI ( CD, αi ), r AI ( DS, αi ), and r AI (DD, αi ) ∈ Z [1 − 9] . A re-
uirement level simply tells how important a criterion for αi , rang-
ng from 1 (the least important) to 9 (the most important). 
PF holds the dynamically updated priority relations of the ap-
lications running in the local OppNet. the dynamic priority level
f αi is expressed as P (αi ) ∈ Z [1 − 9] . 
NF holds the dynamically updated relationship of the network-
ng capabilities of the applications running in the local OppNet
ompared to other applications. Representing its present network-
ng capability, in each automaton cycle, αi is assigned an updated
apability level per criterion. The actual capability levels for CS, CD,
S, and DD are respectively denoted as L CS ( αi ), L CD ( αi ), L DS ( αi ), and
 DD ( αi ). 
CI holds the dynamic relationship information between each
riterion. That is, the importance of a criterion can increase or de-
rease as the network characteristics change. These changes are
bserved locally and reﬂected to CI. Representing its present net-
orking capabilities, a device d i is assigned dynamic importance
O. Turkes et al. / Computer Networks 111 (2016) 93–108 101 
Fig. 6. The ANP model. 
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t  evels per criterion. These levels for CS, CD, DS, and DD are respec-
ively denoted as L CS ( d i ), L CD ( d i ), L DS ( d i ), and L DD ( d i ). 
For the determination of individual L CD ( αi ) and L DD ( αi ), Shan-
on’s well-accepted normalized Entropy Index is utilized. The nor-
alized entropy, denoted as H n ( X ), quantiﬁes the diversity present
n the distribution of a set X . It is deﬁned as, 
 n (X ) = 
−∑ 
x ∈ X 
p(x ) log p(x ) 
log | X| (1) 
here x denotes a value that X can adopt from the set X . To com-
ute this, the value (or an estimate) of the distribution p ( x ) must
e known. When X is discrete, this can be measured by frequency
ounts from data, that is p(x ) = | x | | X| , the fraction of observations
aking on value x out of the total number of elements in X . If all
vents are equally likely, that is, maximum uncertainty over the
utcome, then H n ( X ) is maximum, i.e. 1. If the distribution is highly
iased toward one particular event x ∈ X , that is, little uncertainty
ver the outcome, then the normalized entropy is low. 
To compute Shannon’s Entropy Index for L CD ( αi ), | x | is set as
he number of encountered contacts by αi within the previous au-
omaton cycle (that is earlier denoted as T in Section 3.1 ). Similarly,
 X | is set as the number of all encountered contacts by d i within T .
imilarly, for L DD ( αi ), | x | is set as the number of received/generated
ata packets by αi within T in Section 3.1 ) whereas | X | is set as the
umber of all received/generated data packets by d i within T . 
Additionally to compute stability, ﬁrst we provide Mutual In-
ormation introduced by Shannon, between X and Y, that is, the
mount of information shared by X and Y, is formulated as follows:
(X, Y ) = 
∑ 
x ∈ X 
∑ 
y ∈ Y 
p(x, y ) log 
p(x, y ) 
p(x ) p(y ) 
(2)
tability Index, namely Consistency Index as its original name in-
roduced by Yu et al. [29] , is used to measure L CS ( αi ) and L DS ( αi )
f any αi . Between two instances of a distribution set X occurring
t different times, t 1 and t 2 , Stability Index is formulated as, 
 (t 1 , t 2 ) = I(X t 1 , X t 2 ) 
H(X t 1 ) + H(X t 2 ) 
(3)
here it takes values in range [0,0.5], with a zero value indicating
 strong anti-correlation between the features sets, a positive value
ndicating similar sets. Note that the Stability Index does not tell
s anything about the relationships between the variables and the
utcome, but merely that the distribution of an element x in the
istribution set X has changed. 
For a speciﬁc T period, L CS ( d i ), L DS ( d i ), L CD ( d i ), and L DD ( d i ) are
he mean values of the sum of all their corresponding L CS ( αi ),
 DS ( αi ), L CD ( αi ), and L DD ( αi ), respectively. 
.2.2. Pairwise comparisons 
For the determination of a r ( x, y ) in the clusters AI, CI, and PF,
he quotient between x and y is utilized, i.e. r(x, y ) = x/y . For NF, ( x, y ) is L x ( y ) where x denotes a criterion and y denotes an appli-
ation. 
For each cluster, the relative pairwise comparison matrix is de-
oted as A C , where C denotes the cluster. 
The generated matrices for relative pairwise comparisons are
iven in Eqs. (5 ), ( 6 ), ( 7 ), and ( 8 ) for the clusters AI, CI, PF, and
F, respectively. 
A AI , A CI , A PF , and A NF are unweighted. For the following ANP pro-
esses, they are normalized and converted to the weighted ma-
rices of W AI , W CI , W PF , and W NF with the generic normalization
quation, 
 C × w = λmax × w (4) 
here w is the eigenvector and λmax is the largest eigenvalue of
 C . 
 AI = 
α1 . . . αk 
CS 
DS 
CD 
DD 
⎡ 
⎢ ⎣ 
r AI (CS, α1 ) . . . r AI (CS, αk ) 
r AI (DS, α1 ) . . . r AI (DS, αk ) 
r AI (CD, α1 ) . . . r AI (CD, αk ) 
r AI (DD, α1 ) . . . r AI (DD, αk ) 
⎤ 
⎥ ⎦ (5) 
 CI = 
CS . . . DD ⎡ 
⎣ 
⎤ 
⎦ 
CS r(L CS (d i ) , L CS (d i )) . . . r(L CS (d i ) , L DD (d i )) 
DS r(L DS (d i ) , L CS (d i )) . . . r(L DS (d i ) , L DD (d i )) 
CD r(L CD (d i ) , L CS (d i )) . . . r(L CD (d i ) , L DD (d i )) 
DD r(L DD (d i ) , L CS (d i )) . . . r(L DD (d i ) , L DD (d i )) 
(6) 
 PF = 
α1 . . . αk ⎡ 
⎣ 
⎤ 
⎦ 
α1 r(P (α1 ) , P (α1 )) . . . r(P (α1 ) , P (αk )) 
. . . 
. . . 
. . . 
. . . 
αk r(P (αk ) , P (α1 )) . . . r(P (αk ) , P (αk )) 
(7) 
 NF = 
CS DS CD DD ⎡ 
⎣ 
⎤ 
⎦ 
α1 L CS (α1 ) L DS (α1 ) L CD (α1 ) L DD (α1 ) 
. . . 
. . . 
. . . 
. . . 
. . . 
αk L CS (αk ) L DS (αk ) L CD (αk ) L DD (αk ) 
(8) 
.2.3. Supermatrix generation 
The supermatrix from the overall weights of the clusters is gen-
rated with the orientation given in Eq. (9) . The upper part of the
upermatrix holds the interdependence values of our decision net-
ork. On the other hand, the lower part of the supermatrix holds
he feedback values of our decision network. The supermatrix con-
ept is similar to the Markov chain process [30] . To obtain global
eighted importance values in the decision network with interde-
endent inﬂuences and feedbacks, the local priority vectors are en-
ered in the appropriate columns of the supermatrix. As a result,
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Fig. 7. Network approach on the generalized protocol stack. 
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rthe supermatrix is actually a partitioned matrix, where each ma-
trix segment represents a cluster relationship. The ﬁnal priorities
of all elements in the supermatrix can be obtained by normalizing
the supermatrix. 
(9)
4.2.4. Limit supermatrix generation 
Calculating the long-term (stable) weights of the alternatives
(applications in our case) is obtained by raising the supermatrix
to exponential powers. To achieve convergence on the importance
weights, the weighted supermatrix is raised to the power of 2 k +1,
where k is an arbitrarily large number; the new matrix is called
the limit supermatrix as shown in Eq. (10) . The limit superma-
trix has the same form as the weighted supermatrix, but all the
columns of the limit supermatrix are the same. 
 
∗ = lim 
k →∞ 
W 2 k +1 (10)
4.2.5. Evaluating results 
The alternative (application) with the largest overall priority
should be selected, as it is the best alternative as determined by
the calculations made using matrix operations. 
5. Networking protocols: design & evaluation 
For OAN and OBN, data routing is carried out on top of the
state machine introduced in Section 3.2 . Both networking mod-
els rely on situational OB-BO arrangements that form interim ad
hoc groups. These arrangements form a viable workaround that
allows OppNet tasks within both the Wi-Fi and Bluetooth proto-
col stacks. As shown in Fig. 7 , the workaround is the basic tool
for network discovery, connectivity management, routing, and data
switching. More speciﬁcally, a wireless network identiﬁer ﬁeld de-
ﬁned in MAC layer is encoded into and further advertised as meta-
data information at OB state so that it can be scanned by devices
operating at BO state. Thus, devices utilizing same PHY/MAC can
discover metadata regardless of differences reﬂected by their O/S
platforms or wireless adapters. in both OAN and OBN, the meta-
data carries I R , I A , and I QoS . 
Self-organizing groups are achieved by periodically updated OB
information. An OB has to be structured succinctly since WLAN
and WPAN identiﬁers have relatively very limited length in com-
parison to an ordinary network packet. The editable identiﬁerengths of the Wi-Fi, Bluetooth, and BLE standards are quite lim-
ted. By default, Wi-Fi SSID is 32 ASCII bytes, Bluetooth network
ame is 248 UTF-8 bytes (However, it is limited to either 20 or
4 UTF-8 bytes by majority of the mobile O/S platforms), and BLE
UID is 128 bits. In brief for each identiﬁer type, Fig. 8 shows
he generic OB structure which is composed of the header, rout-
ng, QoS, and application data ﬁelds. For SSID and Bluetooth Net-
ork name encoding, Base94 encoding is utilized to represent 94
rintable ASCII characters in the encoding. For UUID, on the other
and, bitwise encoding is applied. The ﬁelds are explained below: 
Header: A metadata is identiﬁed with a speciﬁc header in order
o advertise an OB as a Cocoon network service as well as to make
Os ﬁlter out the WLAN/WPAN identiﬁers generated by unrelated
etworks. The header holds the following data: 
(i) Networking objective of the application ( e.g. data dissemi-
nation or end-to-end routing). 9 different objectives can be
deﬁned for an application. 
(ii) Predeﬁned priority of the application ( e.g. urgent, high, low,
etc.). 10 different priority levels can be deﬁned for an appli-
cation. 
(iii) Predeﬁned application type ( e.g. personal communications,
public networking, vehicular networking, etc.). 94 different
application types can be deﬁned. 
(i) and (ii) are encoded together to form the header identiﬁer.
s 90 different combinations are available, the ﬁrst byte of the
SID ﬁeld is dedicated for this identiﬁcation. The second byte of
he SSID ﬁeld is used to deﬁne (iii), i.e. 94 different application
ypes (Same encoding holds for the Bluetooth network name ﬁeld).
or BLE, on the other hand, the ﬁrst 8 bits are used to encode (i)
nd (ii) together, and the remaining for (iii). 
Routing: This ﬁeld holds I R , more speciﬁcally, the information
elated to the routing of an OB. The advertised I R can be decoded
y BOs in proximity for several routing purposes. For instance, the
ime-to-live (TTL) of an OB or a creation time of a message can be
btained. The ﬁeld is separated into 2 parts: 
(i) UNIX timestamp. Given the application type (deﬁned in (iii)
of Header), the timestamp can represent the current time, or
the deadline (TTL) of the advertised message, or the deadline
of the OB service. 
(ii) Current hop information of the message (hops-to-go). The
given hop limit is decremented by one in each message
hop. When the hop count reaches to zero, the message is
dropped and not taken into account in the network any-
more. 
In the SSID encoding, 5 ASCII bytes are required to encode a
NIX timestamp with Base94 conversion. To deﬁne hops-to-go, 1
SCII byte is required. Thus, the maximum hop limit can start from
4 (Same encodings hold for Bluetooth network name). For UUID,
2 bits are required to encode the timestamp whereas 8 bits are
equired to encode hops-to-go. 
O. Turkes et al. / Computer Networks 111 (2016) 93–108 103 
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Algorithm 1: OBN data exchange protocol. 
require t OB > t BI and t BO > t SI ; 
ensure Initial State: BO ; 
repeat 
if ∃ message ∈ messageList then 
Identiﬁer ← encodePacket(messageList); 
switchTo( OB ); 
repeat every t BI 
announce(Identiﬁer); 
until t OB expires ; 
switchTo( BO ); 
end 
repeat every t SI 
messageList ← scan(); 
until t BO expires ; 
until end of runtime ; 
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t  QoS: This ﬁeld carries I QoS of an application, i.e. the dynamic
ervice characteristics that are advertised in the network. By read-
ng I QoS of an OB, the BOs in proximity can decide on what kind
f application or service they can participate. I QoS is composed of
our different dynamically-updated metric values: 
(i) CS value, in order to show how stable the contacts are over
time. 
(ii) CD value, in order to show how diverse the contacts are over
time. 
(iii) DS value, in order to show how stable the data is over time.
(iv) DD value, in order to show how diverse the data is over
time. 
In the SSID orientation, each of the parts in the QoS ﬁeld is en-
oded with 1 ASCII byte (Same holds for Bluetooth network name).
or UUID, 8 bits are used for each. Thus, there might be 94 differ-
nt levels to represent the values of the QoS metrics in the SSID
ncoding whereas 256 levels in the UUID encoding. 
Payload: The remainder bytes/bits can be used for payload. The
ayload can contain I A or user-generated information. It can also
e utilized to encode additional I R or I QoS . In the SSID encoding, the
ayload can be up to 20 bytes. On the other hand, UUID encoding
an only hold 20 bits of payload to represent simple ﬂags or low-
recision data. 
Any metadata complying with the generic identiﬁer encoding
iven above is regarded as a message for OBN-based applications
hereas for OAN-based applications, it is used as a network conﬁg-
ration information to optimize the topology of an OppNet. In both
AN and OBN, eliminating the connection establishment stage,
B/BO groups complete metadata switching during neighbor dis-
overy. Shared metadata exploits wireless broadcast advantage, i.e.
ultiple OBs can be detected by a single scan operation, and, mul-
iple BOs can receive an OB without any contention problem. 
.1. OBN protocol 
The OBN data exchange protocol is summarized in Algorithm 1 .
BN employs the wireless identiﬁers as text message carriers. In
n OppNet, the OBN protocol interchangeably assigns message an-
ouncing and message scanning roles to the participating nodes.
s a device switches between State OB and State BO , it announces
nd can receive packets, respectively, in a delay-tolerant fashion. If
here is no message to be announced, State BO is repeated. The au-
omaton cycles between the states as long as there is at least one
resent message. In each cycle, the editable wireless identiﬁer ﬁeld
s encoded according to the available messages. 
The OBN data exchange protocol contains certain limitations in
ts design. First of all, OBN packet forwarding is one-directional—
rom an OB to BOs and therefore is subject to potential delays.
econd, network throughput is extremely low, bound to the bea-
on frame length, which hinders sending large packets at once. For
ulti-packet advertisements, beacon frames are re-encoded in ev-
ry switch cycle. Third, an OB can broadcast only one packet per
ycle. In order to provide multi-packet transmissions, a circular
ueue, Q , is utilized. At U&S, the front-most packet in Q is de-
ueued prior to an OB transition. The dequeued packet is encoded
nto the wireless network identiﬁer. At OB, the encoded packet is
roadcast. When OB period is complete, the packet is enqueued
ack to the end of Q . At BO, received (or locally created) packetsre enqueued to Q . If Q is empty, OB is not activated, else BO is
epeated. 
The size of Q can be determined based on the network type or
pplication requirements. Since large queuing can cause message
tarvation, the size of Q can be kept ﬁxed, allowing the newest
ackets to overwrite the oldest ones. 
OBN-based applications show high dissemination performance
nder high CD and low DD according to our networking tests pre-
ented in [28] . Compared to the traditional ad hoc networking
echniques, OBN is a highly-opportunistic but a limited-throughput
pproach. In order to increase network throughput, it gains advan-
age from high device density, diversity and mobility. An increase
n the number of unique contacts can form a plethora of messages
n the network. Moreover, message aggregation techniques in iden-
iﬁer encoding can also improve the overall performance. 
.2. OAN protocol 
In addition to OBN, devices can further establish connections
etween each other in OAN scenarios. Therefore, OAN is intended
or high-throughput OppNet applications. This necessitates high CS
nd low CD according to our tests presented in [31] . To provide
etwork connections, at least one OB must present to the other de-
ices running in BO mode. The advantage of OAN over traditional
d hoc approaches is that it conﬁgures the network through OBs.
tilizing the additional routing conﬁguration data encoded in OB’s
pplication data ﬁeld, the devices are able to make a consensus on
he selection of the network provider among candidate OBs. After
 steady state is found at the neighbor discovery phase, establish-
ng network connections becomes much easier. Another advantage
f OAN is that not every device needs to perform beaconing. More-
ver, BOs belonging to different OAN networks can still eavesdrop
n other OBs. This advantage improves the self-conﬁguring nature
f OAN. 
.3. Applicability study 
Between OAN and OBN, the main applicability interest is given
o OBN in this paper. OBN is a good candidate to provide oppor-
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Fig. 9. Execution time measurements of Wi-Fi operations: including results obtained with 1 Samsung S2 , 5 Samsung S4 Mini , 5 Motorola Moto G phones and 4 Nexus 7 tablets. 
Table 4 
Beacon and scan operations. 
Operation Time interval Wi-Fi BLE 
Beacon t BI σ =0 . 014 ms σ =0 . 022 ms 
Scan t SI σ =247 ms σ =12 ms 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table 5 
μBPU measurements. 
Mode Service time 802.11 BLE 
Idle – 0,61%/h 
BO  t BO =∞ 0,76%/h 0,81%/h 
OB  BO t OB =t BO = 45s 3,82%/h 2,03%/h 
OB  BO t OB =t BO = 30s 3,87%/h 2,11%/h 
OB  BO t OB =t BO = 15s 3,94%/h 2,15%/h 
OB  t OB =∞ 4,17%/h 2,82%/h 
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r  tunistic communications in a lightweight and ﬂexible way. OBN is
proposed mainly for highly-opportunistic but limited-throughput
data dissemination scenarios in which only short messages can be
handled. Wi-Fi and BLE are investigated for the appropriateness of
this protocol. The applicability tests are taken with Samsung S2 and
S4 Mini smartphones on Android v4.4 and Motorola Moto G smart-
phones and Nexus 7 tablets on Android v5.0 . 
5.3.1. Wireless operations 
Table 4 shows the standard deviation values ( σ ) of 815 t BI and
t SI measurements obtained with 5 Motorola Moto G smartphones.
In conformity with its standard value on iOS, Android, and Win-
dows Phone, t BI is ≈ 100 ms for Wi-Fi Hotspot mode. In BLE, t BI 
can be in a range of 20 ms to 10,0 0 0 ms on iOS and Android.
Tested with 100 ms on Android, the obtained t BI values for BLE Pe-
ripheral mode are quite consistent as well. On the other hand, t SI 
is non-deterministic. Wi-Fi Infrastructure mode may reﬂect vary-
ing t SI values based on adapter capabilities. Including a complete
scan for 13 Wi-Fi channels, t SI is expected to be 130 ms at min-
imum according to the IEEE 802.11 speciﬁcation. According to the
BLE speciﬁcation, t SI ranges between 0.6 ms and 1.2 ms in BLE Cen-
tral mode. In our tests, t SI is set as 30 0 0 ms for both Wi-Fi Infras-
tructure and BLE Central modes. The obtained t SI results show a
slight variation for both interfaces. 
Additionally, Fig. 9 shows the cumulative distribution function
of the execution times measured with ≈52,0 0 0 unique Wi-Fi In-
frastructure and Wi-Fi Hotspot enable/disable operations which
run during OB-BO transitions. It is evident that the execution times
show deﬁnite variations most of the time. However, some outlier
measurements are present. 
5.3.2. Parameter testing 
Using the collected data from real-world setups, the effect of
each OBN model parameter on the dissemination performance is
investigated within a static setup. The tests are carried out by
means of our validated simulator presented in [28] . The experi-
mental setup consists of different number of static devices (5, 10,
15, 20) which are all in range of each other. The mobility is dis-
carded in the experiments in order to see the pure effect of the
wireless operations used by the state machine. All tests are con-
ducted with a set of controlled experiments repeated 500 times
each based on varying model evaluation parameters. The repeated
test runs in real-world experiments and simulations are conducted
for each unique parameter combination given. The experimented
design parameters are as follows: • Service times , t OB and t BO . The values used for them are 15 s,
30 s, and 45 s. In all tests, t OB and t BO are equal to each other. 
• Message creation interval , denoted as t MI . In a test, a unique
event is created in a node at every predeﬁned t MI ranging from
30 s to 240 s. 
Fig. 10 (a) depicts all the average dissemination rates, further de-
oted as D , obtained per test. OBN gets higher scalability when the
umber of devices increases. For instance, when t OB = t BO = 15 s
nd t MI = 30 s, D is 74% with 20 devices whereas it is 63% with 5
evices. 
The effect of service timing is also detectable. For longer t OB =
 BO values, D decreases dramatically especially when t MI is low.
hen t MI gets higher, the effect of service timing slightly de-
reases. With 20 devices, for instance, when t MI = 240 s, D M ranges
rom 92% to 71% as t OB = t BO is increased from 5 s up to 45 s, re-
pectively. 
In addition, Fig. 10 (b) shows the average delivery latency per
evice in a single test, obtained by different combinations of the
ervice times, message frequencies, and number of devices. The
ow message frequency setups achieve high performances in terms
f unidirectional average latency. Besides, the effect of service
imes gets more remarkable in high message frequency setups. 
The overall conclusion of parameter testing is that it is possi-
le to achieve reasonable data dissemination performance within
 group of collocated devices. Nevertheless, the increase in the
umber of collocated devices does not help to achieve high perfor-
ance when the number of messages is too high in the network. 
.3.3. Power consumption 
Table 5 shows the average battery percentage usage ( μBPU) re-
ults obtained for different conﬁgurations of our automaton. Each
onﬁguration testing is carried out for ≈ 6 h on a Motorola Moto G
martphone. For both Wi-Fi and BLE, t BI is set to 100 ms and t SI is
et to 30 0 0 ms. 
Unquestionably, the absolute BPU results can differ on differ-
nt hardware platforms. Nevertheless, the obtained μBPU results
or different conﬁgurations relate with each other. In comparison
o the dedicated ad hoc interfaces, Cocoon demands considerably
ower energy in OBN scenarios. For instance, μBPU of Wi-Fi ad
oc mode is measured as 18.32%/h on a Nexus 7 device. This is
lmost 3 times higher BPU than of our t OB = t BO = 15 s conﬁgu-
ation. For OAN scenarios, μBPU is highly-dependent on several
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 n-network factors such as different OB-BO arrangements and data
ransmissions occurring through these arrangements. Nevertheless,
ur OAN protocol provides more energy eﬃciency than Wi-Fi ad
oc mode since not all of the network devices need to perform the
ostly beaconing operation. In [23] , a similar conclusion is already
ointed out for Wiﬁ-Opp which is an OAN-like protocol. 
.3.4. Nodal density 
A contention problem can arise when several devices simul-
aneously relay scan probe requests and/or beacon advertise-
ents/responses. In dense networks, beacon collisions dramatically
ecrease the neighbor discovery rates due to high number of probe
equests/responses [32] . To avoid this, Wi-Fi and BLE employ low-
ayer MAC clock synchronization protocols. The validation of these
rotocols is presented in our previous study [33] which clearly in-
icates that OB-BO arrangements that happen at the neighbor dis-
overy phase are contention-free. This constitutes an advantage for
he OBN data exchange protocol even under high device density.
owever, it is worth to note that high device density may cause
onnectivity and data transmission issues in OAN scenarios. . Application areas 
In an OppNet, data sources and destinations may differ with
egard to application objectives. Through the utilization of the
ocoon middleware, OBN and OAN deployments can involve any
ombination of single (1) or multiple (N) sources and destinations:
• As multipoint-to-multipoint (N-to-N), the protocols can be em-
ployed for participatory monitoring applications that allow
short message dissemination within an OppNet. For example,
smartphones carried by people on roads can form an OBN space
to monitor traﬃc conditions. As proposed in our previous study
[34] , utilizing Wi-Fi Hotspot and Wi-Fi infrastructure modes
with regard to the OBN model can help people to opportunisti-
cally exchange data in such traﬃc scenarios. 
• In a multipoint-to-point (N-to-1) network type, a central hub
as a single destination constantly operates in BO mode in order
to seek for OBs in proximity. This type can be used in various
opportunistic data collection scenarios. As an application exam-
ple, people in a disaster area can forward critical data towards
an authority in charge of safety. 
• Point-to-multipoint (1-to-N) networking enables distribution of 
a message from a single source to other participants in an Opp-
Net. In this example, the source node always operates as OB
while others listen for available messages, or help sharing the
106 O. Turkes et al. / Computer Networks 111 (2016) 93–108 
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l  message to others as a replicate OB if they are interested. For
instance, a venue owner can wirelessly advertise special offers
as simple texts to increase business recognition. Or, in public
transport modes including buses, trams, ferries, so on, safety
instructions or guidelines can be shared with the passengers in
this fashion. 
• Point-to-point (1-to-1) networking can involve any application
messaging type between two peers in an OppNet. Other nodes
in proximity can serve as intermediate relayers to replicate the
same message from the source towards the destination. For in-
stance, at crowded events such as festivals, peers can request or
acknowledge lost & found announcements through other peo-
ple in case of no global internet connectivity, as proposed in
our previous study [35] . 
Based on such application examples, people participating in dif-
ferent OppNet deployments can cover a wide range of areas, where
their mobile devices can detect and interact with any information
of interest or urgency. Applications may operate with a completely
off-grid fashion or may be connected to the larger Internet; with
further possible scenarios and functionalities added to the OBN
and OAN protocols, they will certainly make the Cocoon middle-
ware a key player in the next-generation Internet. The Cocoon ar-
chitecture is generic, i.e. it is also implementable on top of other
mobile networking platforms such as for machine-to-machine sys-
tems and other radio technologies (e.g. LTE, LoRA). Once the sup-
port for other means of wireless communications is provided, the
Cocoon architecture can also act as a lightweight gateway service
to integrate OppNets with situated communication services as well
as to embrace differentiated community-oriented cyber-physical
systems on a larger scale. 
7. Open research directions 
In parallel with the work presented in this paper, our studies in
[28] and [31] comprehensively study OBN and OAN, respectively,
in terms of their networking performance. This paper is primarily
dedicated to the design considerations and applicability analysis of
the Cocoon middleware. This section stresses prospective critical
aspects of the Cocoon architecture that will be taken into account
as future research directions. 
7.1. Protocol enhancements 
Further studies on the middleware implementation remain
open for several enhancements on utilizing new sources of infor-
mation as well as developing adaptive methods for protocol man-
agement. 
Both OBN and OAN employ a beacon-controlled broadcast con-
nectivity scheme. Selective forwarding mechanisms can be inte-
grated into the scheme, i.e. devices may follow controlled mecha-
nisms to provide an eﬃciency in resource utilization. For instance,
the scheme can be integrated with directional or geographical for-
warding strategies. Moreover, routing schemes utilizing social in-
formation (e.g. Facebook online friendships, nearby acquaintances,
daily routines, etc.) such as in [36–40] can be exploited to improve
routing eﬃciency in selective packet forwarding. 
The connectivity scheme currently uses invariant parameters for
the OBN and OAN protocols. Instead, deterministic parameters such
as dynamic OB-BO service durations can be set with an adaptive
routing approach. For example, a distributed timing mechanism
can be introduced to schedule OB-BO arrangements in a group of
devices. Moreover, dual radio utilization can be a good candidate to
support this scheduling. Our work in [33] proposes an OBN-based
routing scheme with the concurrent use of OB and BO modes in
devices with the complementary use Wi-Fi and BLE radios. .2. Sensing in the loop 
The context awareness of the Cocoon middleware is based
n exploiting routing- and QoS-speciﬁc information. Application-
peciﬁc information deduced from sensor data or user inputs
ight also be utilized in the decision making processes of the mid-
leware. For instance, messages generated within a speciﬁc geo-
ocation can be aggregated to one, or can be categorized, or dis-
arded if necessary. Such techniques will have a positive impact
n network performance. 
.3. Complex scenarios 
For several complex scenarios, the Cocoon middleware can be
nhanced in a way that it accomplishes multiple objectives of dif-
erent OppNet applications at the same time. This can be an addi-
ional feature of the multiple application support presented in the
rchitecture. For example, a group of OppNet applications function-
ng in the same environment can be converged on a common op-
ration regardless of their individual objectives. Opportunistic bea-
ons can deﬁne a shared objective in an OppNet, therefore they
an further assign differentiated jobs for each device with smart
dvertisements. Nevertheless, this necessitates a broader context
tilization. 
.4. Security 
Security issues have not been addressed in the middleware de-
ign. In most cases, mobile devices form occasional contacts with-
ut the help of any secured infrastructure and without any priori
rust relationship between themselves. Addressing vulnerability in
uch an environment is not a trivial task. One viable but temporary
olution could be applying end-to-end encryption in the metadata
ncoding. Another solution could be introducing user proﬁles to
uild up a trusted networking environment for participating users.
.5. The future of beacons 
This study has shown that beacons are a convenient tool for
aking up the OppNet challenges posed by mobility and density
ariations. The availability of beacons, especially of in the newly-
ntroduced Bluetooth protocols (BLE and 5.0+), is rapidly grow-
ng in connected devices [41] . Similarly, the Wi-Fi Alliance also
as shifted to a strategy on energy-eﬃcient proximity-based social
etworking interfaces. Their new beacon-enabled protocols Wi-Fi
ware [42] and Wi-Fi Halow [43] are released as standard inter-
aces. The ability of these interfaces to send and receive tiny mes-
ages before establishing a connection will further enable two-way
pportunistic communications among devices. This capability will
ot only enable a user to discover nearby information and services,
ut also to request additional information from co-located devices.
his opportunity will help the Cocoon middleware to eliminate
any limitations in the protocol design. First of all, the delay-
rone automaton used in the connectivity scheme will no longer
e necessary to support ad hoc connectivity. Second, the one di-
ectional neighbor discovery will be obsolete. Third, integration to
xed infrastructure will be easier. Overall, new beacon technology
ill provide greater operability and scalability not only for OppNet
eployments, but also for Internet of Things. 
. Conclusion 
This paper has presented Cocoon, a community-oriented
ontext-aware middleware proposed for lightweight opportunistic
etworking on smart mobile platforms. Intended for general pub-
ic use, Cocoon enables a fully-compatible operation on any type
O. Turkes et al. / Computer Networks 111 (2016) 93–108 107 
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[f modern mobile device ranging from, but not limited to, smart-
hones, smart-watches, and smart-tablets. Cocoon expedites sev-
ral opportunistic data sharing and dissemination tasks between
evices in ad hoc fashion, and is able to schedule these tasks with
n adaptive service management. With the exploitation of cur-
ent network context and in deference to aﬃliated application re-
uirements, the service management employs an analytic decision-
aking model on the concurrently running tasks. This model reg-
lates the order of tasks and selects a networking strategy appro-
riate for the current network characteristics. 
Cocoon supports two specialized networking models: (i)
onnection-free, which is mostly suitable for highly-mobile but
ow-throughput scenarios, and (ii) connection-based, which is
ostly suitable for group communications under high network sta-
ility. Both of these models exploit opportunistic beacons for instan-
aneous data switching between devices. Opportunistic beacons are
nformation-encoded wireless network identiﬁers for increased op-
rability. Over the Wi-Fi and BLE interfaces, the applicability of op-
ortunistic beacons is studied with a set of real-world experimen-
al network setups. Cocoon is developed as an independent service
n Android and several applications are tested on top of this ser-
ice. Our real-world applicability and validation test results clearly
ndicate that Cocoon is a promising OppNet service to be used for
eneral purpose OppNet applications. 
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